Windows10 1903 BOSD分析报告

晏子霜
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感谢CSZQ 师傅提供的 在Windows 1903 触发异常的 Poc
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0x01 Start:

运行Poc后,结束进程,Windows立刻 BSOD,错误为BAD_POOL_CALLER (c2),出现异常的(内核池)(其实并不是内核池)地址为0xfffff38440880000

[image: image2.png]@ Kernel ‘compipe,resets=0,reconnect port=\\\pipe\kd Windows10_X64_1903' - WinDbgt10.0.18362.1 X85 - o x
Ele Edit View Debug Window Help
[l H e |0 EHESEDRE OB = A e
Offset: [@5scapeip Previows | Wext Virtual: [rbp Previous
EfE£802 61bcd5el D1£640000000000 nop  dvord pir [remtrax] Display format: [Byte. © | Nt
nt | DbgliserBreakFoint
E££€£602 6104570 oo int 3 ££fifc82 5efbObs0 00 00 00 00 00 00 00 00 ~
£5£££802° 6104571 o3 et §fifc82° SefbObse 00 00 00 00 00 00 00 O
£££££802° 61bc4572 oo int 3 §fifc82° SefbObe0 00 00 00 00 00 00 00 O
5666802 61bc4573 oo int 3 §fifc82° SefbObes 00 00 00 00 00 00 00 O
£5£££802° 614574 oo int 3 §fifc82° SefbO0b70 00 00 00 00 00 00 00 O
5666802 61bc4575 oo int 3 §fifc82° SefbO0b78 00 00 00 00 00 00 00 O
5666802 61bc4E76 oo int 3 §fifc82° SefbOba0 00 00 00 00 00 00 00 O
£££££802° 61bc4577 oo int 3 §fifc82° SefbObeg 00 00 00 00 00 00 00 O
£££££802°61bc4578 Df1£840000000000 nop  dvord ptr [ramsrax] §fifc82° Sefb0b90 00 00 00 00 00 00 00 O
nt |DbgBreakPointli thStatus §fifc82° Sefb0bd8 00 00 00 00 00 00 00 O
£5£€£062° Sefbiba0 00 00 00 00 00 00 00 00

c et §fifc82° SefbOba8 00 00 00 00 00 00 00 O
nt | DbgBreakPointii thStatusknd §fifc82° SefbO0bb0 00 00 00 00 00 00 00 O
E££€£602 61bc4562 oo int 3 £5£€6c02 Sofh0bbG 00 =2 £f 42 00 d9 £f £ B
5666802 61bc4583 oo int 3 §£fifc82 SefblbcO 01 2o c1 32 88 9d ff if
5666802 61bc4584 oo int 3 £5££6c62 Sefh0bot £0 9c Ob S 82 fo £f £ B
5666802 61bc4585 oo int 3 §fifc82° SefbObd0 00 00 00 00 00 00 00 O
££66£802° 61bcdSBE oo int 3 5666082 Sefh0bdg £4 9c Ob Se 82 fo £f £f S v
666802 61bc4587 oo int 3 SR "5tTtintn fn AR fa fn o s fe fr >
£££1£802° 61bcd5B8 DF1£6840000000000 nop  dvord ptr [rem+rax] —
nt | DebugPrint Memory | Registers
Command - Kernel ‘com:pipe resets=0,reconnect port=\\\pipe\kd_Windows10_X64_1903' - WinDbg:10.0.18362.1 X386
eSS ToRS U7 ooation irtuaks (25 rw
Deferred SRVXC: \WINDOVS\Synbols*ht tp://nsdl . nicrasof t .con/dovnload /synbols A || ; virtuak: [=sp B
nt | DebugService2+0x5 Display format: |Pointer and Synbol V| met
gy g 02 bpotsas oo mees EEEffo82 Sofh09ed £EFIf00261ca6497 at KiBugCheokDebt o

KDTARGET: Refreshing KD connection
Capacity 47500, FullChargedCapacity:50000, Voltage:10000, Rate:0
KDTARGET: Refreshing KD connection

xx Fatal System Error: 0=000000c2
(0=0000000000000046, 0xFFFFF38440880000, 0x0000000000000000, 0x0000000000000000)

Break instruction exception - code 80000003 (first chance)

A fatal system error has ocourred
Debugger entered on first try. Bugcheck callbacks have not been invoked

A fatal system error has ocourred
For analysis of this file, run lanalyze —v

nt | DbgBreskFoint¥ithStatus
EEE££802° 61b045E0 oo int 3

£££££082° Sefh09E0
£££££082° Sefh09t8
655082 Sefh0a00
££5££082° Sefh0ad
£££££082° Sefhlall
£££££082° Sefhlals
6565082 Sefhlazl
£££££082° Sefhlazl
6565082 Sefhladl
£££££082° Sefhladl
£££££082° Sefhladl
£££££082° Sefhladd
£££££082° Sefhlatl
£££££082° Sefhlats
£££££082° Sefhlasl
£££££082° Sefhlass
£££££082° Sefhlar0
v |tftfic82 5eib0ars

££5££082° Sefh0atl

i ka

<

0000000000000046

0000000000000003

£££££0B25o£B0BE0

EE£££80261h24£20 nt|DbgPrintEs+x

0000000000000000

0000000000000000

££££d90042ba0180

0000000000000000

£E£££0B2Gofha6E

£££££80261bd0B01 nt! 77 : :FNODOBEY

0000000000000000

£££££80261cath82 nt|KeBugCheck2+0s

0000000000000003

£££££0B25o£B0B50

£££££80261bd0cel nt! 77 : :FNODOBEY

00000000000000=2

0000000000000046

£££££38440880000

0000000000000000 v
>

Ln0,Col 0 SysO:KdSrv:S Proc 000:0 Thrd 001:0 ASM OVR CAPS NUM





输入k,查看函数调用堆栈

1: kd> k

 # Child-SP          RetAddr           Call Site

.............

09 fffffc82`5efb12d0 fffff802`61d6a0a9 nt!ExFreeHeapPool+0x809

0a fffffc82`5efb13f0 fffff3d3`e44e945d nt!ExFreePool+0x9

0b fffffc82`5efb1420 fffff3d3`e4a97e47 win32kfull!Win32FreePoolImpl+0x4d

0c fffffc82`5efb1450 fffff3d3`e4b32c2a win32kbase!Win32FreePool+0x27

0d fffffc82`5efb1480 fffff3d3`e4a77a56 win32kbase!xxxDestroyThreadInfo+0xbfa12

0e fffffc82`5efb1650 fffff3d3`e44cfac6 win32kbase!UserThreadCallout+0x466

0f fffffc82`5efb1840 fffff3d3`e4ab2e87 win32kfull!W32pThreadCallout+0x76

10 fffffc82`5efb1870 fffff3d3`e483103b win32kbase!W32CalloutDispatch+0x367

11 fffffc82`5efb1a90 fffff802`61fd5d81 win32k!SysEntryGetDispatchTableValues+0x1b

.............

19 00000015`c4bff548 00007ffd`8f435d1b win32u!NtUserMessageCall+0x14

1a 00000015`c4bff550 00007ffd`8f449035 USER32!SendMessageW+0x27b

1b 00000015`c4bff5f0 00000000`00000000 USER32!SendMessageA+0x55

再次运行Poc,从win32kfull!Win32FreePoolImpl函数下条件断点

ba e1 win32kfull!Win32FreePoolImpl+0x46 "r rcx;.if(cx == 0){.echo 1}.else{.echo 2;g}"

为什么要判断cx是否为0呢,因为该函数经常调用,正常在函数下断点没办法下断,移动鼠标等均会调用该函数.并且释放的内存后7位固定为 0880000,所以用cx寄存器判断是否为释放的异常内存.

win32kfull!Win32FreePoolImpl+0x46:

fffffb17`64ee9456 48ff1563ed2600 call qword ptr [win32kfull!_imp_ExFreePoolWithTag (fffffb17`651581c0)]

0: kd> r

rax=0000000000000000 rbx=fffffb4a00602080 rcx=fffffb4a00880000

rdx=0000000000000000 rsi=fffffb4a0317f8e0 rdi=fffffb4a00880000

rip=fffffb1764ee9456 rsp=ffffb00f4d261420 rbp=ffffb00f4d261750

r8=fffffb176524a110  r9=0000000000000001 r10=fffffb4a01237a30

r11=ffffb00f4d261460 r12=0000000000000001 r13=fffffb1765397988

r14=0000000000000000 r15=fffffb4a031898a0

iopl=0  nv up ei pl zr na po nc

cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00000246

win32kfull!Win32FreePoolImpl+0x46:

fffffb17`64ee9456 48ff1563ed2600 call qword ptr[win32kfull!_imp_ExFreePoolWithTag (fffffb17`651581c0)] ds:002b:fffffb17`651581c0={nt!ExFreePool (fffff802`1136a0a0)}

用 Windbg的 !pool 指令检测池属性

0: kd> !pool rcx

Pool page fffffb4a00880000 region is Paged session pool

fffffb4a00880000 is not a valid large pool allocation, checking large session pool...

fffffb4a00880000 is not valid pool. Checking for freed (or corrupt) pool

Address fffffb4a00880000 could not be read. It may be a freed, invalid or paged out page

发现这块内存疑似不是内核池,手动查看是否存在Pool Header

0: kd> dq rcx-10

fffffb4a`0087fff0  ????????`???????? ????????`????????

fffffb4a`00880000  00000000`00000004 00000000`00000000

?????,居然是未分配的内存,并且未发现Pool Header,疑似被破坏Or根本不是内核池,此时查看堆栈调用,发现上层函数为 win32kbase!Win32FreePool
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public Win32FreePool

Win32FreePool proc near 3 CODE XREF: DirectComposition::CCrossChannel
; PropertySetStorage<CDynamicArrayDefaultTag.
test rex, rex
jz short locret_1C0037E51
push  rbx
sub rsp, 20h
mov rbx, rex
call cs:__imp_IsWin32FreePoolImplSupported
nop dword ptr [rax+rax+00h]
test eax, eax
js short loc_1C0037E4C
mov rex, rbx
call  cs:_ imp_Win32FreePoolTmpl ; Fi %tk
nop dword ptr [rax+rax+00h]
loc_1C@@37EAC: ; CODE XREF: Win32FreePool+1B1j
add rsp, 20h
pop rbx

locret_1C0037E51:
retn
Win32FreePool  endp

3 CODE XREF{ Win32FreePool+31j




win32kbase!Win32FreePool,仅将win32kbase!xxxDestroyThreadInfo传入的内存地址传给win32kfull!Win32FreePoolImpl,跟踪win32kbase!xxxDestroyThreadInfo 函数

[image: image4.png]. text:00000001C00D2BF5 loc_1COOD2BF5: 3 CODE XREF: xxxDestroyThreadInfo+3561]j

. text:00000001CO0D2BF5 add rex, 10h

. text:00000001CO0D2BF9 call  HMAssignmentUnlock -
. text:00000001CO0D2BFE mov rex, [rsi+2Csh]

. text:00000001C00D2CO5 add rex, 18h

. text:00000001C00D2CO9 call  HMAssignmentUnlock

. text:00000001C00D2COE mov rex, [rsi+2Csh]

. text:00000001C00D2C15 add rex, 8

. text:00000001C00D2C19 call  HMAssignmentUnlock

. text:00000001CO0D2C1E mov rex, [rsi+2C8h] ; gptiCurrent + @x2C8 = tagTHREADINFO+0x2C8
. text:00000001C00D2C25 call  Win32FreePool ; fiitk 5%

. text:00000001C00D2C2A mov [rsi+2C8h], rdi

. text:00000001C00D2C31 jmp loc_1C0013574

.text:00000001C00D2C36 ;





我们并没有tagTHREADINFO结构在Windows10上的符号,所以并不知道tagTHREADINFO+0x2C8处是什么结构(逆向后得知tagTHREADINFO+0x2C8为指向tagSBTrack结构的指针),由于不知道是什么函数设置了tagTHREADINFO+0x2C8处的内容,所以首先我们继续设置条件断点
ba e1 win32kbase!xxxDestroyThreadInfo+0x94 "r rsi;.if(poi(rsi+0x2C8) != 0){.echo 1}.else{g}"

rsi指向tagTHREADINFO结构体,判断tagTHREADINFO+0x2C8是否非0,如果非0,则断下查看是否为触发异常的内存地址.

win32kbase!xxxDestroyThreadInfo+0x94:

ffffdf09`7e5c32ac 4889b42488000000 mov     qword ptr [rsp+88h],rsi

1: kd> dq rsi+2c8 l1

ffffdf29`031792d8  ffffdf29`00880000

发现依然为触发异常的内核地址,接着笔者跟踪了 win32kbase!UserThreadCallout 以及win32kfull!W32pThreadCallout函数,发现均未设置Or 修改 tagTHREADINFO+0x2C8,此时笔者修改Poc 在SendMessage前加入调试断点,在WinDbg中断下后,保存虚拟机快照,并直接触发漏洞,寻找tagTHREADINFO+0x2C8处结构的地址

断下后,rsi=fffffe464319c010,恢复快照,下内存写入断点,查看是那个函数写入到0xfffffe464319c010+0x2C8处

Ba w8 0xfffffe464319c010+0x2C8

1: kd> g

Breakpoint 0 hit

win32kfull!xxxSBTrackInit+0xee:

0010:fffffe25`69046046 8b45bb          mov     eax,dword ptr [rbp-45h]

断下后,发现win32kfull!xxxSBTrackInit 会将内存地址写入到 tagTHREADINFO+0x2C8处

[image: image5.png]call  ?Allocate@?$CTypelsolation@$OHAAA@S$OHAR@NSINnstrumentation@@IEAAPEAXXZ ; NSInstrumentation::

mov rbx, rax
xor edx, edx
jmp short loc_1C0242AB8 ; kf%
0242AB5: 5 CODE XREF: xxxSBTracInit+7F1j
mov rbx, rdx
0242AB8: 5 CODE XREF: xxxSBTrackIn\t+8B1j
test  rbx, rbx
jz loc_1C0242D2F
and dword ptr [rbx], OFFFFFFFEh
lea r13, [rbx+8]
mov quord ptr [rbp+57htvar_Be], ri3
lea rax, xxxTrackBox
mov quord ptr [rbp+57h+var Be+8], rdi
lea r15, [rbx+10h]
movaps xmm@, [rbp+57h+var BO]
lea r12, [rbx+18h]
lea rex, [rbpt57htvar Bo]
movdga [rbp+57h+var_BO], xmmo
mov [rbx+40h], rdx
mov [rbx+30h], rax
mov [r13+0], rdx
mov [r15], rdx —
mov [r12], rdx
call  cs:_imp_ HMAssignmentLock
nop dword ptr [rax+rax+9
mov rax, [rdi+10h]

mov [rax+2C8h], rbx ; BRAEHA




NSInstrumentation::CTypeIsolation<28672,112>::Allocate(void),为Windows10 1709后引入的新的缓解措施( Win32k typeisolation),正是该机制导致的BSOD,该函数返回一个Nt!MmCommitSessionMappedView 映射出的内存,而并非Kernel Pool,使用ExFreePool释放内核池自然会触发异常,导致BSOD.
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