CVE-2018-8453 从BSOD到ExpLoit

晏子霜

0x00 : 

Windows10 1703 X64 无补丁
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0x01 :

如何构造一个触发BSOD的Poc呢,根据网上现存的分析报告我们得到了一个这样触发BSOD的思路.

1.创建两个窗口,一个父窗口,一个滚动条子控件

2.Hook PEB->KernelCallbackTable中的fnDword(),xxxClientAllocWindowClassExtraBytes()函数指针的指向,让其指向我们自定义的处理函数.

3.在fnDword()函数内释放父类窗口

4.在xxxClientAllocWindowClassExtraBytes()函数内调用NtUserSetWindowFNID()函数,并创建新的滚动条控件,使用SetCapture()函数修改滚动条捕获窗口

5.在fnDword() 函数内判断发送的Message是否为0x70,如果为0x70,则向新创建的滚动条控件发送0x1F号消息

6.向 滚动条子控件(Scroll)发送WM_LBUTTONDOWN消息即可触发BSOD

虽然这样确实可以触发BSOD,但是我们根本不知道为什么这样会导致BSOD(Double Free),下面是本人关于CVE-2018-8453的分析报告

触发BSOD的Poc中,完成了1 - 5的准备工作之后,便向滚动条子控件发送了一个WM_LBUTTONDOWN消息
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我们知道,向滚动条子控件(Scroll)发送WM_LBUTTONDOWN,消息时,会调用到win32kfull!xxxSBTrackInit函数,该函数主要是来实现滚动条跟随鼠标移动的,该函数首先会创建一个0x80字节大小的Session Pool,用来保存tagSBTrack结构
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Function name Segment “ |.text:00000001C0211DD4
ckLoop (taghllD %, _int6d, tagSBCr . text 0| . text:00000001C0211DDA
text] 9 . text:00000001C0211DDA loc_1C0211DDA:
“ |.text:00000001C0211DDA
“ |.text:00000001C0211DDF
© |.text:00000001C0211DE4
© |.text:00000001C0211DEA
© |.text:00000001C0211DED
“ |.text:00000001C0211DFO
“ |.text:00000001C0211DF6
© |.text:00000001C0211DF9
“ |.text:00000001C0211DFD
© |.text:00000001C0211E01
“ |.text:00000001C0211E0Q5
“ |.text:00000001C0211E09
“ |.text:00000001C0211EQD
© |.text:00000001C0211E11
“ |.text:00000001C0211E18
“ |.text:00000001C0211E1C
“ |.text:00000001C0211E20
“ |.text:00000001C0211E23
“ |.text:00000001C0211E27
“ |.text:00000001C0211E2C
© |.text:00000001C0211E31
© |.text:00000001C0211E35
“ |.text:00000001C0211E3B
© |.text:00000001C0211E3F
“ |.text:00000001C0211E46
© |.text:00000001C0211E49
© |.text:00000001C0211E4B
“ |.text:00000001C0211E4D
“ |.text:00000001C0211E4F
“ |.text:00000001C0211E52
. text:00000001C0211E54

<
® [smstre o

Line 2 of 2. <

jz

mov
mov
call
mov
test
jz
and
lea
mov
lea
mov
lea
mov
lea
movaps
mov
mov
lea
and
movdqa
mov
call
mov
mov
mov
neg
mov
sbb
and
not
and

0021123F 0D00DODICO2L1ESF: soxeSBTr aoklnd t4C7 (Symobron zad with Hex Viaw—1)

loc_1€0212215 3 Function Ends

3 CODE XREF: xxxSBTrackInit+571j
edx, 74737355h ; _QWORD
ecx, 68h ; _QWORD
cs:__imp_Win32AllocPoolWithQuota ; {7 SBTrackif4
rbx, rax
rax, rax
loc_1€0212215 3 Function Ends
dword ptr [rax], OFFFFFFFEh
r13, [rbx+8]
rbp+57h+Var9e], ri3 ; var_90 = lea(tagSBTRACK+8)
r15, [rbx+16h] ; r15 = lea(spwndSB)
rax+4oh], r12 ; pSBTrack->hTimerSB = @
rcx, [rbp+57h+Var9e] ; _QWORD
rbp+57h+Var90+8], rdi
rax, xxxTrackBox
xmm@, xmmword ptr [rbp+57h+Var9e]
r13+0], ri2 ; pSBTrack->spwndTrack = NULL;
ris], ri2 ; pSBTrack->spwndSB = NULL;
r12, [rbx+18h]
qword ptr [r12], @ ; pSBTrack->spwndSBNotify = NULL;
xmmword ptr [rbp+57h+Var9e], xmmo
rbx+30h], rax ; pSBTrack->xxxpfnSB = xxxTrackBox;
cs:__imp_HMAssignmentlock ; rcx = lea(Var9e)
rax, [rdi+1oh]
rax+278h], rbx ; tagTHREADINFO.tagSBTRACK
eax, [rbp+57h+var_A0]
eax
eax, [rbx]
ecx, ecx
eax, OFFFFFFFBh
ecx
ecx, 4

5] output winden

Caching 'Functions window
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接着将创建好tagSBTRACK结构的指针,写入到 tagTHREADINFO.tagSBTRACK处,在Windows10 1703 X64中,该结构的偏移地址为tagTHREADINFO+0x278

需要注意的是Lock(&pSBTrack->spwndSBNotify, pwnd->spwndParent),让滚动条子控件引用父类窗口,也就是我们创建的父窗口建立引用+1,此处很重要(PS:当时写Poc时创建滚动条子控件时,属性忘记设置WS_CHILD,导致滚动条窗口的父窗口非创建的父窗口导致无法利用漏洞)
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Function name. Segment ° [-text:00000001C0211E46 mov eax, [rbp+57h+var_A0]
okLoop (koghll #, _int6d, taSBC . text o © |- text:00000001C0211E49 neg eax
= 9 © |- text:00000001C0211E4B mov eax, [rbx]
© |- text:00000001C0211E4D sbb ecx, ecx
© |- text:00000001C0211E4F and eax, OFFFFFFFBh
° |- text:00000001C0211E52 not ecx
° |- text:00000001C0211E54 and ecx, 4
© |- text:00000001C0211E57 or ecx, eax
© |- text:00000001C0211E59 mov rbx], ecx
© |- text:00000001C0211E5B test  cl, 4
© |- text:00000001C0211ESE jz short loc_1C0211EBE ; This
© |- text:00000001C0211E60 mov rbp+57h+Locks], r15
° |- text:00000001C0211E64 lea rex, [rbpt57htlocks] 5 _QWORD
© |- text:00000001C0211E68 mov rbp+57h+Locks+8], rdi ; Scroll Taghind
© |- text:00000001C0211E6C movaps xmm@, xmmword ptr [rbp+57h+Locks]
© |- text:00000001C0211E70 movdga xmmword ptr [rbp+57h+Locks], xmm@
© |- text:00000001C0211E75 call  cs:_imp HMAssignmentLock ; Lock(&pSBTrack->spwndSB, pwnd);
© |- text:00000001C0211E7B mov eax, [rsit8]
© |- text:00000001C0211E7E lea rex, [rbpt57htlocks] 5 _QWORD
© |- text:00000001C0211E82 add eax, eax
° |- text:00000001C0211E84 mov rbp+57h+Locks], r12
© |- text:00000001C0211E88 xor eax, [rbx]
° |- text:00000001CO211E8A and eax, 2
© |- text:00000001C0211E8D xor rbx], eax
“ |. text:00000001C0211E8F mov rax, [rdi+68h] ; taghind + 0x68 = tagwnd.spwndParent
© |- text:00000001C0211E93 mov rbp+57h+Locks+8], rax
© |- text:00000001C0211E97 movaps xmm@, xmmword ptr [rbp+57h+Locks]
© |- text:00000001C0211E9B movdga xmmword ptr [rbp+57h+Locks], xmm@
° |.text:00000001C0211EAQ call  cs:__imp_HMAssignmentLock ; Lock(&pSBTrack->spundSBNotify, pwnd->spwndParent
© |- text:00000001C0211EA6 mov r9d, [rsi+oCh]
° |- text:00000001CO211EAA add rsi, 10h
© |- text:00000001C0211EAE mov rbp+57h+var_98], rod
© |- text:00000001C0211EB2 mov dword ptr [rbx+58h], 2
< > © | text: 00000001C0211EB9 Jmp loc_1C0211F6F
% [ xocSBIra [] 00211240 00DODDOICO211EAD: seeSBTr ackTni 4128 (Synchronized wi th Hex Vien1)
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Win32kfull!xxxSBTrackInit函数最后会调用Win32kfull!xxxSBTrackLoop函数,来进行消息循环,消息循环函数Win32kfull!xxxDispatchMessage会使用fnDWORD函数回调R3,这时我们就知道为什么要Hook fnDWORD函数了,在fnDWORD函数里判断是否是滚动条窗口发送的回调,调用DestroyWindow()函数释放主窗口

[image: image5.png]EVOTD fnDWORDHook (PMSG MSG) {

if (*(DWORD*)MSG && Flag && *((PULONG64)MSG + 1) == 0x31f) {
Flag = 0;
DestroyWindow (Window) ;




Win32kfull!DestoryWindow函数会调用Win32kfull!xxxFreeWindow函数来释放窗口,但是该函数经常被调用,我们可以使用条件断点来判断是否是我们要释放的窗口

Ba e1 win32kfull!xxxFreeWindow  “.if( poi(rcx) == 释放窗口的句柄 ){}.else{g}”

此时在rcx+0x52处下内存写入断点 rcx+0x52 处为 tagwnd.FNID,也就是导致漏洞的主角(也不能这样说,本质问题还是Kernel CallBack).
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loc_1C008B161:

loc_1C008B1B7:

mov
mov
or
lea
cmp
ja
test
jnz
call
mov.
test
jnz
mov
test
jnz
mov
call

mov

E XREF: xxxFreeWindow+8F6!j

xxxFreeWindow+9281j
r8, [rdi+180h] ; ExtraBytes

eax, 8000h

[rdi+52h], ax ; FNID

rax, [r8-1]

rax, OFFFFFFFFFFFFFFFDh

short loc_1CO08BIBE ; AS{E(ET 14 JE4s
dword ptr [rdi+130h], 800h
loc_1C008BACE
cs:__imp_PsGetCurrentProcess

ecx, [rax+304h]

ecx, 40000008h |

short loc_1C008B1B7 ; ©

eax, [r15+1B8h]

r14b, al

short loc_1C008B187 ; ©

rex, [rdit1geh]
xxxClientFreeWindowClassExtraBytes ; Ffi{ClassExtraBytes

5 CODE XREF: xxxFreeWindow+1F91j
5 xxxFreeWindow+2051j ...
[rdi+180h], r13 ; @




Win32kfull!xxxFreeWindow函数会将FNID设置为0x8000 也就是要删除的窗口标记,紧接着我们可以通过xxxClientFreeWindowClassExtraBytes函数的Kernel CallBack回调R3释放窗口扩展结构,该函数会调用user!xxxClientAllocWindowClassExtraBytes,该函数指针我们已经修改了,但释放窗口扩展空间必须要在创建窗口类时设置窗口类的大小,在Poc中我设置为 wndclass.cbWndExtra = 0x8

触发xxxClientAllocWindowClassExtraBytes函数回调后,如何判断是主窗口调用的该函数呢,这里我使用了SetWindowLongA(Window, 0, (ULONG)Window); 将主窗口句柄保存在窗口扩展中.

[image: image7.png]EIVOID xxxClientAllocWindowClassExtraBytesHook (PVOID MSG) {

if ((k(HWND#)* (HWND#)MSG) == Window) {
cout << “xxxClientAllocWindowClassExtraBytes” << endl;
New_SrollBar = CreateWindowExA(0, “SCROLLBAR”,NULL, SBS_HORZ | WS_HSCROLL | WS_VSCROLL, }
NtUserSetWindowFNID (Window, 0x2Al);
SetCapture (New_SrollBar) ;
}

xxxClientAllocWindowClassExtraBytes (MSG) ;




MSG中,保存了窗口扩展类的地址,里面保存了设置的父窗口指针,通过这个来判断是否为父窗口调用的xxxClientAllocWindowClassExtraBytes函数.

此时,我们创建一个新的滚动条窗口,不设置父类句柄,以及子类属性,并设置正在释放窗口Window的FNID为 0x2A1,本来Window的FNID为0x8000,调用NtUserSetWindowFNID后为0x82A1,接着设置新的捕获窗口.

此时父窗口虽然已经调用Win32kfull!DestroyWindow释放了,但是由于滚动条子窗口还对父窗口有引用,所以并未释放主窗口的TagWnd结构,最后Win32kfull!xxxSBTrackLoop函数结束后,Win32kfull!xxxSBTrackInit对pSBTrack->spwndSBNotify和链接的主窗口解引用
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00000001C02121CD
00000001C02121D1
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00000001C02121DB
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loc_1C0@2121BF:

loc_1C0@2121E3:

loc_1C02121E6:

loc_1C@2121FA:

call
lea
call
lea

call
mov
call
mov
and

3 CODE XREF: xxxSBTrackInit+43Ctj

r8, rsi 5 struct tagSBCALC *
rdx, ri4 5 _inte4
rex, rdi 5 struct taghND *

2xxxSBTrackLoop@@YAXPEAUtaghND@@_JPEAUtagSBCALC@EAZ ; xxxSBTrackLoop(taghND *, int64,tagSE
rax, [rdi+10h]

rbx, [rax+278h]

rbx, rbx

short loc_1C0212215 ; J|WiPSBTrack /& i {7 (F

rex, [rbx+l8h] ;5 rex >spundSBNotify,

short loc_1C02121E6 ; W4

5 CODE XREF: xxxSBTrackInit+3471j
rex, ri2 5 _QWORD

5 CODE XREF: xxxSBTrackInit+4691j
cs:__imp_HMAssignmentUnlock
rex, [rbx+16h] ; _QWORD
cs:__imp_HMAssignmentUnlock
rex, [rbx+8] 5 _QWORD

5 CODE XREF: xxxSBTrackInit+21B1j
cs:__imp_HMAssignmentuUnlock
rex, rbx 5 _QUORD
cs:__imp_Win32FreePool
rax, [rdi+1oh]
quord ptr [rax+278h], @

002115E3 000000DICO2121E3: sxeSBTr aoklni t:Loe_ICO2121E3 (Synchronized with Hex View-1)

<





由于是最后一处引用,调用HMAssignmentUnlock时会判断被绑定Win32 Object结构的cLockObj结构是否为1,如果为1代表只有一个引用,修改指针内容后后便立刻调用函数释放该结构,此处释放的函数为(Win32kfull!DestoryWindow)

问题就在这里,由于释放窗口要调用Win32kfull!xxxFreeWindow函数,而FNID为释放窗口的Flag属性,被修改为0x82A1后,会再次调用fnDWORD函数回调R3,并发送为0x70的Message.
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loc_1C008B892:

test
jnz
mov
cmp
jbe
mov
cmp
ja
mov
test

jz

5 CODE XREF: xxxFreeWindow+1B71j
ebx, 4000h
bx, dx
loc_1C008B161 ; ExtraBytes
eax, 2A0h
ox, ax
loc_1CO@8BBBE  ; FNID <= 0x2A0 Bkf: UtAb)y ex2A1
eax, 2AAh
ox, ax
short loc_1C008B8C8 ; FNID > Ox2AA Bi%
eax, [r15+1B8h]
r14b, al
5 BeEk




判断FNID的内容,来决定是否调用fnDWORD

[image: image10.png]0000001C008B124 loc_1C008B124: 3 CODE XREF: xxxFreeWindow+DAD2F!j

0000001C008B124 mov rex, rdi 5 struct taghND *
0000001C008B127 call  ?xxxFW_DestroyAllChildren@@YAXPEAUtaghND@@EZ ; xxxFu_DestroyAllChildren(taghiND *
:00000001C008B12C xor r9d, rod
0000001C008B12F xor red, rad
. text:00000001C008B132 mov edx, 82h
0000001C008B137 mov rex, rdi
. text:00000001C008B13A call  xxxSendMessage
. text:00000001C008B13F mov rex, rdi
. text:00000001C008B142 call  xxxRemoveFullScreen
movzx  edx, word ptr [rdit+52h] ; FNID
mov ecx, 3FFFh
and ox, dx 5 _QWORD
mov eax, 29Ah
cmp ox, ax

nb loc_1C008B892  ; FIWTFNID J&7i Ak Tox20A J (i, kit





可以看到此处调用fnDWORD,并且发送的Message为0x70

[image: image11.png]loc_1C008BD82: 3 CODE XREF: xxxFreeWindow+91E1j
novzx  eax Wl

xor rod, rod
sub  eax, 2Alh

mov quord ptr [rsp+110h+var_D8], ri3
movsxd Pex, eax

xor red, red

mov  rax, cs:__imp_gpsi

mov dword ptr [rsp+116h+var_E0], r1dd
lea  edx, [r9+70h]

mov  rax, [rax]

mov rax, [rax+rex*8+2Fgh]

mov rex, rdi

mov qword ptr [rsp+110h+var_E8], rax
mov qword ptr [rsp+116h+var_Fo], ri3
call SfnDWORD

jmp loc_1C008B8C8





自定义fnDWORD函数如下

[image: image12.png]J|ElV0ID £nDWORDHook (PMSG MSG) {

if (*(DWORD*)MSG & Flag) {
Flag = 0;
DestroyWindow (Window) ;
}

if (((PULONGB4)MSG + 1) == 0x70) {
SendMessageA (New_SrollBar, 0x1F, 0, 0);

}

fnDword (SG) ;




此时,我们向新创建的滚动条控件发送Message为0x1F的消息,最终会调用到Win32kfull!xxxEndScroll函数
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mctions vindor o8 x| @ 8 Ve 8 @ o Viert @ Strustures Bns @ Inports & Bxports
Segment . text:00000001C0211A70
text o © |- text:00000001C0211A70 mov [rsp+arg 8], rbx
© |.text:00000001C0211A75 mov [rsp+arg_10], rbp
© |.text:00000001C0211A7A push  rsi
© |.text:00000001C0211A7B push  rdi
© |.text:00000001C0211A7C push  ri4
© |.text:00000001C0211A7E sub rsp, 30h
© |.text:00000001C0211A82 mov rax, [rcx+16h] 5 rax = tagTHREADINFO
© |.text:00000001C0211A86 mov esi, edx
© |.text:00000001C0211A88 mov rdi, rex 5 rdi = P_Taghnd
© |.text:00000001C0211A88 mov rbx, [rax+278h
© |.text:00000001C0211A92 test  rbx, rbx
- . text:00000001C0211A95 jz 5 pSBTrack == NULL
| °|.text:00000001C0211A9B mov rax, cs:_imp_gptiCurrent
I ° |- text:00000001C0211AA2 mov r8, [rax] 5 r8 = _ETHREAD
1| text:00000001C0211AA5 mov rax, [r8+180h
! | text:00000001C0211AAC cmp [rax+48h], rcx
- . text:00000001C0211AB0 jnz ; PtiCurrent()->pq->spwndCapture != pwund Bk
: . text:00000001C0211AB6 cmp qword ptr [rbx+30h], ©
b . text:00000001C0211ABB jz ; pSBTrack->xxxpfnSB == NULL k¥4
| °|-text:00000001C0211AC1 mov ebp, [rbx+38h
i ° |.text:00000001C0211ACA and dword ptr [rbx+38h], ©
1 |.text:00000001C0211AC8 call  xxxReleaseCapture
! |.text:00000001C0211ACD mov rax, [rdi+10h
| |-text:00000001C0211AD1 cmp rbx, [rax+278h
- . text:00000001C0211AD8 jnz 5 End Function
| °|.text:00000001C0211ADE mov rax, [rbx+30h
i ° |.text:00000001C0211AF2 lea rex, xxxTrackThumb
1 |.text:00000001C0211AE9 cmp rax, rcx
! |.text:00000001C0211AEC jnz short loc_1C0211B6C
| |-text:00000001C0211AEE test  esi, esi
| ¢ |.text:00000001C0211AF0 jz short loc_1C@211AFC
I ° | text:00000001C0211AF2 mov rax, [rbx+60h
< > 1 | text:00000001C0211AF6 mov ecx, [rax+Ch
® | mondsor [x] ' OD210BC1 00D0DODICO2LIACI: sxxEndSercl1#61 (Synchroni zed vith Hex View—1)
Line 1 0f 1 + <
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通过在Win32kfull!SetCapture设置的捕获窗口,可绕过其验证,直入到释放tagSBTrack结构

[image: image14.png]@

BEHiers-

Bk D Y e

=4 X ahoh et - #ed X > OO dbugeer -
I I I I N Y 1 S 11 /11
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unotions windos os x I0A Viev-h 8 @ Hex Viewd @ Structures Enuns e &l Egms
Segment . text:00000001C0211CEA
text o . text:00000001C0211CEA loc_1C0211CEA: 5 CODE XREF: xxxEndScroll+26D1j
. text:00000001C0211CEA and [rsp+48h+var 28], 0
. text:00000001C0211CEF xor rod, rod
. text:00000001C0211CF2 mov rdx, rdi
. text:00000001C0211CF5 lea ecx, [r9+13h
. text:00000001C0211CF9 call  xxxWindowEvent
. text:00000001C0211CFE mov rax, [rdi+l0h
. text:00000001C02110D02 cmp rbx, [rax+278h]
. text:00000001C0211D09 jnz short loc_1C@211DSE ; End Function
. text:00000001C0211D0B mov rex, [Pbx+10h
. text:00000001C0211D0F test  rex, rex
. text:00000001C0211D12 jz short loc_1C@211D26
. text:00000001C0211D14 call  zzzShowCaret
. text:00000001C0211D19 mov rax, [rdi+l0h
. text:00000001C0211D1D cmp rbx, [rax+278h]
. text:00000001C0211D24 jnz short loc_1C@211DSE ; End Function
. text:00000001C0211D26
. text:00000001C0211D26 loc_1C0211D26: 5 CODE XREF: xxxEndScroll+2A2tj
. text:00000001C0211D26 and quord ptr [rbx+30h], ©
. text:00000001C0211D2B lea rex, [Fbx+16h] 5 _QWORD
. text:00000001C0211D2F call  cs:_imp_HMAssignmentUnlock
. text:00000001C0211D35 lea rex, [Pbx+18h] 5 _QWORD
. text:00000001C0211D39 call  cs:_imp_HMAssignmentUnlock
. text:00000001C0211D3F lea rex, [Fbx+8]  ; _QWORD
. text:00000001C0211D43 call  cs:_imp_ HMAssignmentUnlock
. text:00000001C0211D49 mov rex, rbx 5 _QWORD
. text:00000001C0211D4C call  cs:_imp_Win32FreePool
. text:00000001C0211D52 mov rax, [rdi+10h
. text:00000001C0211D56 and quord ptr [rax+278h], ©
. text:00000001C0211DSE
. text:00000001C0211DSE loc_1C0211DSE: ; CODE XREF: xxxEndScroll+25tj
. text:00000001C0211DSE 5 xxxEndScroll+4otj ..
< > . text:00000001C0211DSE mov rbx, [rsp+4gh+arg 8] ; End Function
% | ocxEndser [X] 00211139 00D00D0IC0211035: sxsEndSorol142C8. (Synchronized with Hex View-1
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此时线程内的tagSBTrack结构已经被释放了,接着回到Win32kfull!xxxSBTrackInit执行代码.
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Function name Segment ° |- text:00000001C02121BA movdqu  xmmword ptr [rbx+20h], xmmo
okLoop (koghll #, _int6d, taSBC . text o . text:00000001C02121BF
= 9 . text:00000001C02121BF loc_1C02121BF: 5 CODE XREF: xxxSBTrackInit+43Ctj
© |- text:00000001C02121BF mov r8, rsi 5 struct tagSBCALC *
© |- text:00000001C02121C2 mov rdx, ri4 __inte4
© |- text:00000001C02121C5 mov rex, rdi 5 struct taghND *
© |- text:00000001C02121C8 call  ?xxxSBTrackLoop@@YAXPEAUtaghND@@_JPEAUtagSBCALCQ@@Z ; xxxSBTrackLoop(taghND *, int64,tagSBCALC
© |- text:00000001C02121CD mov rax, [rdi+10h]
© |- text:00000001C02121D1 mov rbx, [rax+278h]
© |- text:00000001C02121D8 test  rbx, rbx
“ |. text :00000001C02121DB jz short loc_1€0212215 ; FiPSBTrack! i it 1 /7
© |- text:00000001C02121DD lea rex, [rbx+18h] ; rcx = &pSBTrack->spwndSBNotify,
© |- text:00000001C02121E1 Jmp short loc_1C02121E6 ; Bk
. text:00000001C02121E3 ;
. text:00000001C02121E3
. text:00000001C02121E3 loc_1CO2121E3: 5 CODE XREF: xxxSBTrackInit+3471j
© |- text:00000001C02121E3 mov rex, ri2 5 _QWORD
. text:00000001C02121E6
. text:00000001C02121E6 loc_1CO2121E6: 5 CODE XREF: xxxSBTrackInit+4691j
© |- text:00000001C02121E6 call  cs:_imp_HMAssignmentUnlock
© |- text:00000001C02121EC lea rex, [rbx+10h] 5 _QWORD
© |- text:00000001C02121F0 call  cs:_imp HMAssignmentUnlock
© |- text:00000001C02121F6 lea rex, [rbx+8]  ; _QWORD
. text:00000001C02121FA
. text:00000001C02121FA loc_1CO2121FA: 5 CODE XREF: xxxSBTrackInit+21B1j
© |- text:00000001C02121FA call  cs:_imp_HMAssignmentUnlock
© |- text:00000001C0212200 mov rex, rbx QWORD
© |- text:00000001C0212203 call  cs
© |- text:00000001C0212209 mov rax, [rdi+10h
© |- text:00000001C021220D and quord ptr [rax+278h], @
. text:00000001C0212215
. text:00000001C0212215 loc_1C0212215: 5 CODE XREF: xxxSBTrackInit+4Etj
. text:00000001C0212215 5 xxxSBTrackInits5Ctj ..
< > ° | text:00000001C0212215 mov rex, [rbpt57htvar_40] ; Function Ends
| xooSBTra [] 002115FA 00000001CO2121FA: sxeSBTrackTni t:loo_ICOZIZIFA (Synchronized with Hex View—1)
Line 2 of 2. < >
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因为tagSBTrack结构已经在Win32kfull!xxxEndScroll函数被释放了,但是Win32kfull!xxxSBTrackInit函数并不知道,再次释放该内存导致Double Free!
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